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A method of recording information exchanged between tele- 
communications devices, a method of prohibiting such re- 
cording, telecommunications devices for exchanging infor- 
mation, and an electronic accessory device connectable to 
5 a telecommunications device 



Technical Field of the Invention 

The invention relates to a method of recording informa- 
10 tion exchanged between first and second telecommunica- 
tions devices, said recording being performed under con- 
trol of the first telecommunications device. The inven- 
tion further relates to a method of prohibiting such re- 
cording, and to telecommunications devices and an elec- 
15 tronic accessory device. 

Description of Related Art 

Today the use of telecommunications devices is rapidly 
increasing and often there is a wish to be able to record 

20 or store the information exchanged between a pair of 
telecomiaunications devices. An example could be a tele- 
phone conversation between stationary or mobile tele- 
phones. In stead of having to write down information such 
as phone numbers, names, or addresses during a telephone 

25 conversation it is much more convenient to record the 
conversation. 

US 5 995 824 discloses a cellular phone voice recorder 
which allows such recording from a cellular phone. A mem- 

30 cry is included within the cellular phone to provide 
storage of information recorded during a call to or from 
the phone for later retrieval by the subscriber. When a 
RECORD key is pressed by the subscriber, any information 
spoken by either the calling or called party will be re- 

35 corded and stored in the memory. The subscriber can ac- 
cess the stored information at a later time by pressing 
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another function key. Alternatively, the voice recording 
feature can be implemented in the network to which the 
cellular phone is connected. The recording is still 
started and stopped from the cellular phone by the sub- 
5 scriber. 

However, users do not always know that a telephone con- 
versation is being recorded, and many people do not like 
that their telephone conversations are recorded by the 

10 other party without their knowledge. Therefore, voice re- 
cording of telephone conversations has been (or will be) 
regulated by law in some countries, but it is often regu- 
lated differently in different countries. Some countries 
require that an indication is given by the recording 

15 party to the other party before the recording is started. 

Some institutions, such as banks and insurance companies, 
often state in literature provided to their customers 
that telephone calls to or from their offices may be re- 
2 0 corded. This may cover the legal requirements, but it is 
not always obvious to the remote party at the time of a 
given call that this call is actually recorded. 

Recording telephones are known that send a signal, such 
25 as a beep, to the remote party before the start of a 
voice recording. However, it is not always obvious to the 
remote party that this beep means that the call is about 
to be recorded. It could easily be mistaken for something 
else, e.g. a signal telling that a new timing period is 
30 starting, or possibly a DTMF tone which is transmitted 
whenever a key is pressed. 

Therefore, it is an object of the invention to provide a 
method of the above-mentioned type in which the remote 
35 party is ensured that the telephone conversations are not 
recorded without his knowledge and permission, and which 



■032927-012 



3 

complies with the different national requirements con- 
cerning voice recording. 

Summary 

5 According to the invention the object is achieved in that 
the method comprises the steps of sending from the first 
telecommunications device to the second telecoiranunica- 
tions device a message requesting authorisation for the 
recording, and performing the recording only if a re- 
10 spending message giving the authorisation is received by 
the first telecommunications device in response to the 
requesting message. 

When the recording is only possible after the reception 
15 of an authorisation from the second telecommunications 
device, which is under control of the remote party, it is 
ensured that this party has accepted the recording. This 
will also fulfil the requirements which are presently 
known . 

20 

The invention further relates to a corresponding method 
of prohibiting such recording. 

When the requesting message is sent as a voice message, 
25 the remote party can understand it directly and give his 
response, either by voice or e.g. by pressing a key on 
the keypad of the telecommunications device. Alterna- 
tively, the requesting message can be sent as a text mes- 
sage, which is then presented on a display of the tele- 
30 coitimuni cat ions device. 

When the method comprises the step of sending the re- 
sponding message giving authorisation from the second 
telecommunications device under control of a user of the 
35 second telecommunications device, the user is given the 
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possibility to give his acceptance or not for each indi- 
vidual call. 

Alternatively, the method may comprise the step of send- 
5 ing the responding message giving authorisation from the 
second telecommunications device automatically. This em- 
bodiment is convenient if the user has decided that he 
will accept the recording of any call. In this situation 
there is no need to give a new authorisation each time. 
10 The user could also decide that he will never accept a 
call to be recorded, and then the method could comprise 
the step of sending the responding message denying au- 
thorisation from the second telecommunications device 
automatically. 

15 

In an expedient embodiment the method comprises the step 
of advising a user of the first telecommunications device 
of whether a responding message giving authorisation for 
recording is received. This could be done by voice or 
20 text and allows the user to decide how to continue the 
conversation in dependence on whether the recording was 
authorised or not. 

When the information is further exchanged between the 
25 first telecommunications device and at least one addi- 
tional telecommunications device, i.e. a conference call 
situation, the recording should only be performed if a 
responding message giving the authorisation is also re- 
ceived from the at least one additional telecommunica- 
30 tions device. In this way it is ensured that every party 
to the conversation has the possibility of avoiding the 
recording . 

As mentioned, the invention also relates to a telecommu- 
35 nications device for exchanging information with other 
telecommunications devices, said telecommunications de- 



vice being equipped to perform a recording of said ex- 
changed information. When the telecommunications device 
can assume a mode in which it is adapted to send to an- 
other telecommunications device a message requesting au- 
thorisation for the recording of information to be ex- 
changed with said other telecommunications device, and 
perform said recording only if a responding message giv- 
ing said authorisation is received in response to said 
requesting message, a remote party is ensured that his 
telephone conversations are not recorded without his 
knowledge and permission, and the different national re- 
quirements concerning voice recording can be complied 
with. 

When the telecommunications device comprises speech rec- 
ognition means to detect whether the responding message 
in response to said requesting message, in case the re- 
sponding message is a voice message, gives said authori- 
sation, a system is achieved in which the remote party 
just has to answer with his voice, by e.g. saying "yes" 
or "no" . 

In an expedient embodiment the telecommunications device 
comprises means for advising a user of the device of 
whether a responding message giving authorisation for re- 
cording is received. This could be done by voice or text 
and allows the user to decide how to continue the conver- 
sation in dependence on whether the recording was author- 
ised or not. 

When the telecommunications device is further adapted to 
allow said recording if a general authorisation for the 
recording has been received and stored in the device, it 
is possible for e.g. a national telephone network in a 
country not requesting an authorisation procedure to send 
a signal to a recording device, e.g. when the device con- 



nects with that network, to indicate that conversations 
may be recorded without the acceptance of the remote 
party. Thus the device can comply with different require- 
ments . 

In an expedient embodiment the telecommunications device 
is a mobile telephone. 

The invention also relates to a telecommunications device 
for exchanging information with other telecommunications 
devices. The telecommunications device can be programmed 
to respond automatically to a received message requesting 
authorisation for the recording of information to be ex- 
changed with another telecommunications device. This em- 
bodiment is convenient if the user of the device has de- 
cided that he will accept the recording by other parties 
of any call. In this situation there is no need to give a 
new authorisation each time. 

As mentioned^- the invention also relates to an electronic 
accessory device connectable to a telecommunications de- 
vice for exchanging information with other telecommunica- 
tions devices, said electronic accessory device being 
equipped to perform a recording of said exchanged infor- 
mation. When the electronic accessory device can assume a 
mode in which it is further adapted to instruct a tele- 
communications device to which it is connected to send to 
another telecommunications device a message requesting 
authorisation for the recording of information to be ex- 
changed between the two telecommunications devices, and 
perform said recording only if a responding message giv- 
ing said authorisation is received in response to said 
requesting message, an electronic accessory device ensur- 
ing a remote party that his telephone conversations are 
not recorded without his knowledge and permission is 
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achieved, and the different national requirements con- 
cerning voice recording can be complied with. 

In an expedient embodiment the electronic accessory de- 
5 vice comprises means for advising a user of the device of 
whether a responding message giving authorisation for re- 
cording is received. This could be done by voice or text 
and allows the user to decide how to continue the conver- 
sation in dependence on whether the recording was author- 
10 ised or not. 

When the electronic accessory device is further adapted 
to allow said recording if a general authorisation for 
the recording has been received and stored in the device, 

15 it is possible for e.g. a national telephone network in a 
country not requesting an authorisation procedure to send 
a signal to a telecommunications device to which the ac- 
cessory device is connected, e.g. when the telecommunica- 
tions device connects with that network, to indicate that 

20 conversations may be recorded without the acceptance of 
the remote party. Thus the device can comply with differ- 
ent law requirements. 

Brief Description of the Drawings 
25 The invention will now be described more fully below with 
reference to the drawing, in which 

figure 1 shows a mobile telephone with recording facili- 
ties according to the invention, 

30 

figure 2 shows a separate accessory device connectable to 
a mobile telephone, 

figure 3 shows a flow chart of a request procedure ac- 
35 cording to the invention. 
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figure 4 shows a flow chart of an automatic responding 
procedure according to the invention, and 

figure 5 shows a flow chart of a modification to the flow 
5 chart of figure 3. 

Detailed Description of Embodiments 

Figure 1 shows an example of how the invention may be im- 
plemented. A mobile telephone 1 is shown connected to a 

10 network 2. In the example the mobile telephone 1 is a GSM 
phone. However, it should be emphasised that the inven- 
tion can be used just as well in connection with any 
other telecommunications device, such as e.g. a Blue- 
tooth™ device, another type of radio communications de- 

15 vice or a stationary telephone. The GSM telephone 1 is 
connected through an antenna 3 and a base station 4 to 
the GSM network 2. A large number of other GSM phones are 
connected to the same network. Here just two other phones 
5 and 13 are shown connected to the network through the 

20 base stations 6 and 14, 

When the mobile telephone 1 is connected through the net- 
work 2 to e.g. the other mobile telephone 5 for the pur- 
pose of a conversation between the users of the two tele- 

25 phones, the telephone circuitry 7 transmits the signals 
from the microphone 8 to the antenna 3, and, similarly, 
the signals received through the antenna are sent to the 
loudspeaker 9. A display 10 is used for presentation of 
information to the user. The telephone is further 

30 equipped with a voice recording circuit 11 and a memory 
12 which are used for voice recording of a telephone con- 
versation, i.e. the signals sent by the circuitry 7 to 
the speaker 9 as well as those received from the micro- 
phone 8. How the recording takes place will be described 

35 in more detail below. 



The embodiment of figure 1 requires inclusion of the 
voice recording circuit 11 and the memory 12 in the mo- 
bile telephone 1, which means that a special telephone 
having these circuits must be used. As an alternative, 
the embodiment of figure 2 can be used. In this embodi- 
ment a separate accessory device 21 is connected to a 
standard GSM telephone 22. The voice recording circuit 11 
and the memory 12 are included in the accessory device 21 
and connected to the phone via a standard accessory con- 
nector 23. In any other respect the system of figure 2 
works like that of figure 1. 

The memory 12 provides storage of information recorded 
during a call to or from one of the telephones 1 or 22. 
The information can then be retrieved at a later stage by 
the user of the telephone. The keypad of the telephone 
(not shown) can be used for the recording as well as the 
retrieval of the information. In the case of figure 1, a 
special RECORD key could be provided, but also a combina- 
tion of existing keys can be used. When the RECORD key, 
or the combination of keys, is pressed by the user, any 
information spoken by the user himself or the conversa- 
tion partner will be recorded and stored in the memory 
12. The recording may be stopped again by pressing the 
key or keys a second time. Another key or another combi- 
nation may be used when the user wants to replay the re- 
cording . 

As mentioned before, users do not always know that a 
telephone conversation is being recorded, and many people 
do not like that their telephone conversations are re- 
corded by the other party without their knowledge. There- 
fore, voice recording of telephone conversations has been 
(or will be) regulated by law in some countries, but it 
is often regulated differently in different countries. 
Some countries require that an indication is given by the 
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recording party to the other party before the recording 
is started. 

Therefore, devices according to the invention have a 
5 built-in authorisation procedure included in the software 
of the voice recording circuit 11. A flow chart illus- 
trating such an authorisation procedure is shown in fig- 
ure 3 . 

10 At the top of the flow chart the procedure waits for the 
RECORD key to be pressed, indicating that the user wants 
to record a call. When this happens the voice recording 
circuit 11 sends a message asking for authorisation to 
the remote party. This message could be a text message or 

15 a voice message. An example of a voice message could be: 
"If you allow the call to be recorded, press '1' or say 
'yes'. If not, press '2' or say 'no'." When this message 
has been sent, the procedure waits for a response from 
the remote party. If no response is received the re- 

20 cording is not possible. 

The voice recording circuit 11 includes recognition means 
in order to recognize the response message and to decide 
whether recording can be performed in dependence on that 

25 message. As appears above, also the response message may 
be in the form of a voice message, and therefore the 
voice recording circuit 11 could include a speaker- 
independent speech recognition facility in order to be 
able to recognize the words "yes" and "no". If the re- 

30 sponse does not allow the recording, this is advised to 
the user, either through the speaker 9 or as a message on 
the display 10, and the recording is not possible. The 
user who wanted the recording will not be able to over- 
ride a refusal by the remote party and start the re- 

35 cording without his knowledge. However, the user can con- 
tinue the conversation without recording. 
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If, on the other hand, the response allows the recording, 
the user is advised about this and the recording is 
started. During the recording the procedure waits for a 
5 stop key (or combination of keys) to be pressed indicat- 
ing that the user does not want to record any more of the 
conversation. Instead of a stop key this could also be 
indicated by the conclusion of the conversation. The re- 
cording is then stopped and the procedure returns to its 
10 starting point. 

When a telephone, in the case of figure 1 the telephone 
5, receives a request for authorisation of recording from 
another telephone, here the telephone 1, the user can re- 

15 spond to the request as described above, i.e. by sending 
a voice or text message back to the requesting telephone. 
However, the telephone may also be pre-programmed to al- 
low or refuse recording. This is illustrated in the flow 
chart in figure 4 . When pre-programming the telephone to 

2 0 allow or refuse recording the user sets a register REG to 
YES if he allows any recording, or NO if he does not al- 
low recording of the calls. When a request is then re- 
ceived from another telephone an allowance or a refusal 
is then automatically sent to the other telephone in the 

25 form of YES or NO in dependence on the register REG. Thus 
the user does not have to respond to each individual re- 
quest for recording. Alternatively, the telephone may 
also be pre-programmed to send the appropriate response 
signal at the beginning of each call without waiting for 

30 a request to be received. A message such as "Recording 
not permitted" may then be displayed (or played) on the 
other phone and this other phone will not be able to re- 
cord the call. 



Since a requesting procedure as described above may be 
required in some countries and not in others, the proce- 



•032927-012 



dure may be modified to take this situation into account. 
A national telephone network could then send a signal to 
a telephone having recording facilities to indicate 
whether or not the request procedure is required by law. 
5 This signal could be sent when the telephone connects to 
the network. The recording telephone will then automati- 
cally adapt to the local requirements by sending out the 
request procedure only when it is needed. Figure 5 shows 
how the flow chart of figure 3 may be modified to ensure 

10 this possibility. When a RECORD key is pressed to indi- 
cate that a recording is wanted, it is first checked 
whether the request procedure is needed. If this is not 
the case, the recording can be started immediately. If, 
however, the procedure is needed, the procedure is con- 

15 tinued as described in figure 3. 

Sometimes more than two telephones participate in a tele- 
phone conversation, i.e. the so-called conference call 
situation. Thus as an example, in figure 1 the mobile 

20 telephones 1, 5, and 13 may be interconnected through the 
GSM network 2. In this situation the procedure should 
preferably be arranged to allow the recording only if an 
authorisation is received from each of the telephones 
participating in the conference. However, embodiments are 

25 also possible which allow the recording if at least one 
or a specified nxomber of the participating telephones 
gives the authorisation. 

Although a preferred embodiment of the present invention 
3 0 has been described and shown, the invention is not re- 
stricted to it, but may also be embodied in other ways 
within the scope of the subject-matter defined in the 
following claims. 



35 



